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INTRODUCTION 

Modern artificial intelligence systems are commonly 

evaluated under an assumption that training data and 

future data are sufficiently similar. In mathematical 

terms, a conventional learning problem often assumes 

that observations used for training and observations 

used for evaluation arise from closely related 

probability distributions. Real deployments rarely 

satisfy this assumption for long periods. Sensors 

change, environments evolve, users behave 

differently, acquisition devices are replaced, 

operating conditions drift and rare events appear that 

were not represented during model development. 

Under these circumstances, a model may retain a high 

numerical confidence while its actual probability of 

being correct decreases. The central reliability 

problem is therefore not only how to improve 

predictive accuracy, but also how to recognize when 

the model is entering a region in which its learned 

knowledge is inadequate [1, 2]. The question posed by 

this review is whether an artificial intelligence model 

can predict its own failure before that failure becomes 

visible. Here, failure prediction refers to estimating 

the probability that a future prediction, decision or 

action will be incorrect or unsafe. This is different 

from ordinary classification because the model must 

reason about the reliability of its own output. A useful 

failure predictor must therefore combine evidence 

about the input, the learned representation, the 
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prediction and the changing data environment [3,4]. 

Self supervised learning offers an important route 

toward this objective because it creates learning 

signals from the input itself rather than requiring a 

human label for every observation. A model can be 

trained to reconstruct masked information, predict 

transformations, maintain agreement between 

different views, recover temporal order or identify 

whether two representations should be consistent. 

These auxiliary tasks can make internal 

representations sensitive to structure that is not 

directly encoded by the final task label. At 

deployment time, the same principles can be used to 

measure whether a new observation behaves like the 

examples that shaped the learned representation. Test 

time training showed that an unlabeled test sample can 

itself be converted into a self supervised learning 

problem, providing a mechanism for adaptation under 

distribution shift [5]. The connection between self 

supervision and failure prediction becomes especially 

important when distribution shifts are unseen. 

Research has shown that neural networks can become 

overconfident on unfamiliar inputs, demonstrating 

why raw softmax confidence cannot be treated as a 

universal reliability signal [6]. When the input 

distribution changes, the learned approximation may 

become poorly supported by observed training data. 

Epistemic uncertainty can increase when the model 

lacks knowledge about the relevant region of the input 

space, while aleatoric uncertainty represents 

irreducible variability in observations. Distributional 

uncertainty adds another layer by asking whether the 

current environment itself is outside the range for 

which the model was validated [7]. This perspective 

is relevant to medical imaging, autonomous systems, 

industrial monitoring, language models, robotics, 

cybersecurity and other applications where a silent 

error may be more costly than a visible loss of 

confidence [8]. 

 

Figure 1. Conceptual framework for self supervised failure prediction under unseen distribution shifts. 

2. Meaning of Model Failure and Unseen 

Distribution Shift 

Model failure should be defined operationally rather 

than philosophically. In a classification system, 

failure may mean an incorrect class assignment. In 

regression, it may mean an error above a clinically or 

operationally meaningful threshold. In control, failure 

may mean that an action violates a safety constraint. 

Instead, the target should be a risk variable that can be 

mapped to the application specific outcome of 

concern. This distinction is essential because a model 

can have excellent average accuracy while still 

producing rare but consequential failures. Label shift 

concerns changes in the outcome frequencies. 
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Concept or conditional shift occurs when the 

relationship between input and outcome itself 

changes. In practice these categories can coexist. For 

example, a medical imaging system may encounter a 

new scanner, a different patient population and a 

changed disease prevalence at the same time. A 

failure predictor that monitors only input statistics 

may therefore miss a shift in the underlying 

relationship between observations and outcomes [9, 

10]. Unseen shifts are more difficult than familiar 

shifts because the system cannot rely on a predefined 

target domain. If all possible future environments 

were known, one could collect representative data, 

adapt the model and evaluate the adaptation. Under an 

unseen shift, the model must identify that its operating 

conditions have changed even when the precise cause 

is unknown. This makes failure prediction partly an 

open world problem. Out of distribution detection 

provides one solution by estimating whether an input 

is unlike the training distribution, but the boundary 

between in distribution and out of distribution data is 

not always aligned with predictive correctness [11]. A 

useful theoretical distinction is therefore between 

novelty and unreliability. Novelty is evidence that an 

observation differs from known data. Unreliability is 

evidence that the model is likely to make an error. 

Novelty can increase unreliability, but the relationship 

is probabilistic rather than deterministic. A robust 

model may correctly classify a novel observation, 

while a highly familiar observation may still be 

misclassified because of label ambiguity, corrupted 

features or systematic bias. Self supervised signals are 

valuable because they can provide additional 

information about whether the model has internally 

coherent evidence for its decision [12]. 

3. Self Supervised Learning as a Source of Failure 

Signals 

Self supervised learning constructs targets from the 

data itself. Instead of asking a human to provide a 

label, the learning system creates a pretext objective 

such as reconstructing a masked region, predicting a 

transformation, matching two augmented views or 

predicting temporal relationships. Contrastive 

learning demonstrated that representations can be 

learned by encouraging agreement between related 

views and separation from unrelated examples. 

Momentum based contrastive learning and bootstrap 

methods further showed that strong representations 

can be learned without conventional labels [13]. 

Signal What it measures Potential failure 

indication 

Main limitation 

Predictive confidence Probability assigned to 

the selected output 

Low confidence may 

indicate ambiguity 

Neural networks can be 

confidently wrong [14] 

Representation novelty Distance from learned 

representation space 

Large novelty can 

indicate unfamiliar input 

Novelty does not always 

mean failure [15] 

Self consistency 
Agreement across 

Large disagreement 

suggests 

Sensitive to choice of  

[16] 

 transformations or views instability Transformations [17] 

Uncertainty Epistemic and aleatoric 

uncertainty 

High uncertainty can 

signal weak knowledge 

Uncertainty estimates 

can be miscalibrated 

[18] 

Distribution score Similarity between 

current and reference 

distributions 

Large shift can indicate 

elevated risk 

Small shift can still hide 

label changes [19] 
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Temporal instability Change in predictions 

across nearby 

observations 

Abrupt changes may 

precede failure 

Can produce false 

alarms in dynamic 

settings [20] 

Selective risk Observed error among 

accepted predictions 

Rising selective risk 

indicates unsafe 

confidence 

Requires reliable 

validation and 

thresholds [21] 

Table 1. Major signals that can support self supervised failure prediction 

4. Uncertainty Estimation and the Idea of 

Knowing When Not to Trust a Prediction 

Predictive uncertainty is central to failure prediction 

because the system needs a numerical or categorical 

representation of how much it should trust its output. 

Aleatoric uncertainty reflects variability or noise that 

is inherent to the observation process, whereas 

epistemic uncertainty reflects uncertainty about the 

model or the learned parameters [22]. In a failure 

prediction setting, epistemic uncertainty is especially 

important under unseen distribution shifts because a 

model may encounter regions where its training 

evidence is sparse. Aleatoric uncertainty remains 

relevant when the input itself is ambiguous or noisy. 

Bayesian approaches attempt to represent uncertainty 

over model parameters or functions. Approximate 

Bayesian methods, Monte Carlo dropout and deep 

ensembles have demonstrated practical approaches 

for estimating predictive uncertainty [23]. Deep 

ensembles are particularly useful because 

independently trained models can disagree when the 

input lies in a region where the learned functions 

differ. Such disagreement can be transformed into a 

risk signal. However, ensembles increase 

computational cost and can still fail to detect some 

forms of shift when all ensemble members share 

similar inductive biases. Calibration is a separate but 

related concept. A confidence value is calibrated 

when predictions assigned a particular probability are 

correct at approximately the corresponding 

frequency. Modern neural networks can be poorly 

calibrated even when their accuracy is high, and 

temperature scaling can improve calibration on 

validation data [24]. This means a calibration 

procedure learned under the original distribution 

cannot automatically be assumed valid after 

deployment. Uncertainty should therefore be treated 

as one component of a broader failure predictor. A 

model with low uncertainty may still fail under a 

systematic label shift. The strongest design is likely to 

combine uncertainty with representation novelty, 

consistency, temporal stability and empirical risk. 

This is consistent with the observation that no single 

uncertainty method dominates across all types of 

distribution shift [25]. 

5. Out of Distribution Detection and Failure 

Awareness 

Out of distribution detection asks whether an input is 

sufficiently different from the data used to train a 

model. Early work showed that maximum softmax 

probability can serve as a simple baseline for 

detecting misclassified and unfamiliar examples. 

Later methods improved this idea using energy 

scores, feature representations, input preprocessing 

and auxiliary outlier exposure. These approaches 

established an important principle: the model can be 

equipped with a second task that asks whether the 

current input lies inside a region where the classifier 

is expected to behave reliably [26]. Energy based 

detection uses the energy associated with model 

outputs rather than relying only on the largest class 

probability. This can produce a more informative 

separation between familiar and unfamiliar samples in 

some settings [27]. Other methods use feature 

distances or nearest neighbor structure. Deep nearest 

neighbor approaches measure how close a new 

representation is to known representations, creating 

an intuitive link between representation space and 

failure risk [28]. The benefit is interpretability: a 

system can report not only that risk is high, but also 

that the current representation is weakly supported by 

training examples. Consequently, outlier exposure 

can improve a model's ability to reject known types of 

novelty while still leaving blind spots. A self 

supervised approach may be more flexible because it 

does not require a complete list of future outlier 
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classes. The most important theoretical limitation is 

that out of distribution status is not identical to failure. 

A small distribution change can cause a major 

performance loss if it changes the label relationship, 

while a large input change may be harmless if the 

learned representation remains stable. A strong failure 

prediction framework should therefore evaluate OOD 

detection as an intermediate signal rather than the 

final target. This distinction should be reflected in 

evaluation metrics that measure actual future error 

prediction, not only OOD discrimination accuracy 

[30]. 

6. Selective Prediction, Abstention and Risk Based 

Decision Making 

A model that can estimate failure risk does not 

necessarily need to improve every prediction. It can 

instead decide when not to answer. Selective 

prediction introduces a reject option so that the system 

produces predictions only when estimated risk is 

acceptable [31]. This changes the objective from 

maximizing overall accuracy to controlling the error 

rate among accepted prediction. A useful failure 

predictor should produce a favorable risk coverage 

curve, meaning that error decreases as the system 

becomes more selective. This gives a direct 

operational interpretation of failure prediction. If a 

model can correctly identify the observations most 

likely to fail, removing those observations should 

substantially reduce the remaining error [33,34]. The 

reject decision can be based on a combined score that 

includes predictive confidence, uncertainty, 

representation distance, selfconsistency and recent 

shift measures. A threshold can then be calibrated on 

a validation environment. However, threshold transfer 

is difficult under unseen shifts. A fixed threshold may 

become too conservative in one environment and too 

permissive in another. Adaptive thresholds based on 

recent unlabeled data may help, but adaptation can 

itself be unstable. This creates a central tradeoff 

between responsiveness and reliability. Human 

review can be incorporated as a formal part of the 

architecture rather than treated as an emergency 

fallback. A high risk prediction can trigger additional 

sensing, a second model, a rule based safety check or 

human inspection. In safety critical settings, this 

layered approach may be more realistic than 

expecting a single neural network to recognize every 

possible failure. The role of self supervised failure 

prediction is then to decide when additional protection 

should be activated [35]. 

7. Test Time Training and Test Time Adaptation 

Test time training uses unlabeled test observations to 

optimize a self supervised objective before producing 

the task prediction. This is attractive because the 

target environment is available at deployment even 

when labels are not. The approach can improve 

robustness to changes that affect the input distribution 

while preserving the original task objective. Related 

test time adaptation methods use entropy 

minimization, normalization statistics, consistency 

objectives or parameter updates to reduce the 

mismatch between source and target conditions [36]. 

Entropy based adaptation assumes that confident 

predictions are generally desirable. Yet the same 

assumption that motivates adaptation can become 

dangerous under severe shift because a model can 

confidently optimize toward an incorrect solution. 

Methods that constrain adaptation, maintain teacher 

models or use selective updates attempt to reduce this 

risk. TeST uses a student teacher self training strategy 

under distribution shift, illustrating how unlabeled 

target data can improve robustness without requiring 

target labels [37]. From a failure prediction 

perspective, adaptation should be monitored as a 

dynamic process. Let the model parameters before 

adaptation be theta zero and after adaptation be theta 

one. The parameter displacement, change in self 

supervised loss, change in predictive entropy and 

change in agreement across augmented views can all 

be monitored. A sudden large parameter displacement 

combined with increasing prediction disagreement 

should be treated as a warning. The system should be 

able to decide that adaptation is unsafe and preserve a 

stable reference model. Continual test time adaptation 

also introduces memory and forgetting issues. A 

model may encounter a temporary shift and later 

return to its original environment. If adaptation 

permanently changes the parameters, performance on 

the original distribution may deteriorate. Therefore a 

failure aware architecture may benefit from multiple 

timescales: a stable base model, a rapidly adapting 

auxiliary representation and a slow memory of recent 

environments. This creates a control problem in 

which adaptation itself becomes a variable that must 

be monitored [41,42]. 
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8. Theoretical Framework for Predicting Failure 

Before It Occurs 

Let X denote an input, Y the unknown target outcome, 

M the model and R the event that the model prediction 

is wrong according to an application specific 

criterion. The central quantity is the conditional 

failure probability P (R given X, M, C), where C 

represents contextual information such as recent 

observations, environment state and model history. 

The difficulty is that R is not observed before the 

prediction is made. A failure predictor therefore learns 

indirect signals Z that are available before or at 

decision time. The goal is to estimate P (R given Z) 

accurately enough to support a decision. A useful 

signal vector may be written conceptually as Z equal 

to confidence, uncertainty, representation novelty, 

self consistency, temporal instability and distribution 

shift evidence. A failure score F can then be 

represented as a learned or calibrated function of Z. 

The function should ideally satisfy monotonicity 

properties for selected components, meaning that 

stronger evidence of uncertainty or instability should 

not arbitrarily reduce predicted risk. It should also be 

calibrated so that among cases assigned a risk near a 

given value, the empirical failure frequency is 

approximately similar [43,44]. The theoretical 

distinction between prediction and failure prediction 

can be expressed through two conditional 

distributions. The task model estimates P (Y given X), 

while the failure model estimates P (R given Z). The 

first asks what the answer is; the second asks whether 

the answer should be trusted. This separation explains 

why improving task accuracy alone may not improve 

failure awareness. A model can become more accurate 

on average while becoming more overconfident on 

rare cases. Conversely, a slightly less accurate model 

may be safer if it reliably abstains on difficult cases 

[46,47]. Distribution shift changes the joint 

distribution of X and Y. If the relationship between 

the signals Z and failure event R changes after 

deployment, a failure predictor can also become 

miscalibrated. This creates a second order problem: 

the system must detect not only failure risk in the task 

model but also possible failure of the failure predictor 

itself. Monitoring the calibration of risk estimates, 

using multiple signals and retaining a reference 

distribution are therefore important theoretical 

requirements. A mature system should report 

uncertainty about its own risk estimate when possible 

[50]. 

9. Evaluation Strategies for Self Supervised 

Failure Prediction 

Evaluation should measure whether the system 

identifies future errors before or at the moment they 

occur. Conventional classification accuracy is 

insufficient because it ignores the quality of the failure 

signal. The appropriate metric depends on the cost of 

false alarms and missed failures. A realistic 

benchmark should contain several types of shift rather 

than a single synthetic corruption. Common 

corruptions, changes in acquisition conditions, new 

domains, temporal drift, class prevalence changes and 

semantic novelty should be represented separately. 

Benchmarking work has shown that performance can 

degrade under common corruptions even when 

models perform strongly on conventional test sets 

[51]. Realistic deployment data are particularly 

important because synthetic shifts can overestimate 

the usefulness of a method. Failure prediction should 

also be evaluated across shift severity. If a mild shift 

produces a gradual increase in risk, the system may 

have useful early warning behavior. If risk increases 

only after accuracy has already collapsed, the system 

is detecting failure rather than predicting it. A 

valuable metric is therefore warning lead time, 

defined as the interval between a meaningful increase 

in predicted failure risk and the subsequent 

occurrence of an actual error or unsafe state. In 

temporal systems, repeated early warnings can be 

aggregated into event level measures [52]. Ablation 

studies are necessary to determine whether self 

supervised signals provide information beyond 

ordinary confidence. A rigorous experiment should 

compare confidence alone, uncertainty alone, OOD 

score alone, self consistency alone and combined 

models. It should also test whether the failure 

predictor transfers to shifts that were not present 

during its development. This directly addresses the 

central claim of generalization under unseen 

distribution shifts [55]. 

10. Practical Applications and Safety 

Considerations 

In medical imaging, a failure aware model could 

identify scans that differ from the development 

population, contain unusual artifacts or produce 
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unstable predictions across transformations. Such a 

system could route high risk cases for specialist 

review rather than silently returning a diagnosis. 

However, demographic or clinical shifts can alter the 

relationship between image patterns and outcomes, so 

OOD detection alone is insufficient. The risk model 

must be evaluated across institutions, devices and 

patient populations before clinical use. In autonomous 

systems, failure prediction can be linked to perception 

uncertainty, sensor disagreement and temporal 

instability. A vehicle or robot can use these signals to 

slow down, increase sensing, switch to a safer 

controller or request intervention. Research on 

autonomous safety has emphasized the importance of 

uncertainty because rare failures can have severe 

consequences [56,57]. The key requirement is that the 

warning mechanism must remain reliable under 

conditions that were not represented during 

development. In industrial monitoring, self supervised 

objectives can exploit large volumes of unlabeled 

sensor data. A model may learn normal temporal 

relationships and then detect reconstruction or 

prediction errors when machine behavior changes. In 

addition, the warning mechanism should be 

independent enough from the main prediction 

pathway to provide genuine protection. If the same 

flawed representation controls both prediction and 

failure scoring, correlated errors can pass through 

both channels [60]. 

11. Research Gaps and Future Perspective 

A major research gap is the absence of a universal 

definition of self predicted failure. Existing work 

often studies related problems separately, including 

uncertainty estimation, OOD detection, test time 

adaptation and selective prediction. A unified 

benchmark should define failure events and measure 

whether auxiliary signals predict them across multiple 

tasks. These are valuable, but they do not fully 

represent the emergence of new concepts, new classes 

or new causal relationships. Future work should 

evaluate systems on genuinely prospective data where 

the shift type is not disclosed during development. 

This would provide a stronger test of whether self 

supervised signals can generalize beyond known 

failure categories [62,63]. Future systems should 

combine self supervised representation learning with 

calibrated risk estimation. Causal reasoning is another 

theoretical opportunity. A distribution shift may affect 

a superficial feature, a genuine causal mechanism or 

both. If a model can distinguish stable causal structure 

from changing nuisance structure, it may become 

better at predicting when a shift is likely to cause 

failure. Combining self supervised objectives with 

causal representation learning could therefore move 

failure prediction from statistical novelty toward 

mechanism aware reliability assessment [64]. There is 

also a need for formal guarantees. Most current 

approaches provide empirical evidence that 

uncertainty or OOD scores correlate with error, but 

correlation is not the same as a safety guarantee. 

Future work should investigate conformal prediction, 

distributionally robust learning, certified uncertainty 

and formal abstention rules under explicit 

assumptions. Such guarantees will be especially 

important in high consequence applications. Finally, 

failure prediction should be treated as a continuously 

monitored safety function rather than a one time 

model property. This layered design provides a 

practical interpretation of the question posed by the 

title: an AI model cannot literally know the future, but 

it can learn measurable evidence that its current 

prediction is becoming less trustworthy [67,68]. 

CONCLUSION 

Self supervised failure prediction provides a 

promising framework for making artificial 

intelligence systems more aware of the conditions 

under which their own predictions may become 

unreliable. The central insight is that future failure 

cannot usually be observed before it occurs, but 

several measurable signals can provide indirect 

evidence of rising risk. These signals include 

predictive confidence, epistemic and aleatoric 

uncertainty, representation novelty, self consistency, 

temporal instability and evidence of distribution shift. 

Self supervised learning is particularly valuable 

because these signals can be extracted from unlabeled 

deployment data, reducing dependence on costly 

failure labels. Test time training and adaptation 

further show that a model can use incoming 

observations to improve robustness, although 

adaptation must itself be monitored because it can 

create new failure modes. Out of distribution 

detection is useful but should not be treated as 

synonymous with failure because novelty and 

incorrectness are related rather than identical 

concepts. Similarly, confidence alone is insufficient 
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because neural networks can remain highly confident 

on unfamiliar or incorrect inputs. A practical failure 

aware architecture should therefore combine several 

complementary signals and convert them into a 

calibrated risk estimate that supports selective 

prediction, abstention or human review. Future 

progress depends on realistic evaluation under 

genuinely unseen shifts, better definitions of failure, 

standardized early warning metrics, continual 

learning with verified feedback, causal reasoning and 

stronger safety guarantees. The most useful 

interpretation of model self prediction is therefore not 

artificial consciousness but measurable reliability 

estimation. An AI system may not know exactly when 

it will fail, yet it can be designed to recognize patterns 

associated with weakening evidence and to respond 

before an error becomes an unsafe decision. 
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