
Int. J. Sci. R. Tech., 2026 3(8) 

A Multidisciplinary peer-reviewed Journal 

www.ijsrtjournal.com [ISSN: 2394-7063] 

 Relevant conflicts of interest/financial disclosures: The authors declare that the research was conducted in the absence of any   

 commercial or financial relationships that could be construed as a potential conflict of interest.   

                  

              INTERNATIONAL JOURNAL OF SCIENTIFIC RESEARCH AND TECHNOLOGY                                                             900 | P a g e  

Original Article 

AI Driven Cloud and 6G Enabled Metaverse: A Systematic 

Review of Big Data Analytics, Security, Privacy, and Digital 

Trust 

Manpreet Kaur*, Sukhwinder Kaur 

Faculty of Computing, Guru Kashi University, Talwandi Sabo, Bathinda, Punjab, India, 151302 

    

INTRODUCTION 

The metaverse is generally described as a persistent, 

shared, immersive, and interactive digital 

environment in which physical and virtual worlds are 

connected through extended reality, avatars, digital 

twins, cloud infrastructure, artificial intelligence (AI), 

and networked services. Recent survey studies argue 

that the metaverse should not be treated only as a 

virtual reality platform; rather, it is a socio technical 

ecosystem that depends on communication networks, 

computation, content generation, data governance, 

security, and human trust [5-10]. 

The selected review topic is motivated by the 

convergence of three major technological streams. 

First, AI and big data analytics enable avatar behavior 

modeling, real time perception, recommendation, 

content generation, anomaly detection, semantic 

compression, and intelligent orchestration. Second, 

cloud edge device computing provides the 

computational continuum required for rendering, 

synchronization, storage, and real time coordination. 

Third, 6G and beyond networks are expected to 

provide high reliability, extremely low latency, 

integrated sensing and communication, and 

ubiquitous connectivity for immersive and tactile 

services [12-19]. 

Despite rapid progress, the metaverse also creates 

serious risks. Immersive systems collect biometric, 

behavioral, spatial, and social interaction data at a 

scale that exceeds traditional web platforms. Security 

and privacy problems include identity spoofing, 

avatar impersonation, malicious virtual objects, 

adversarial AI, inference attacks, location leakage, 

cybersickness inducing attacks, and cross platform 

data misuse [5, 41-45]. These issues make digital trust 

a central research challenge rather than an optional 

add on. 
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This paper presents a systematic review suitable for a 

conference submission formatted according to the 

attached Springer style proceedings template. The 

objective is to synthesize how AI driven cloud 

systems and 6G enabled connectivity support the 

metaverse while identifying the unresolved problems 

of big data analytics, security, privacy, and digital 

trust. 

2  REVIEW PROTOCOL AND 

RESEARCH QUESTIONS 

The review followed a PRISMA 2020 informed 

structure. PRISMA was used to organize 

identification, screening, eligibility, and inclusion 

decisions, while software engineering SLR practices 

guided the formulation of research questions, search 

strings, and quality appraisal [1-4]. 

RQ Research question Purpose 

RQ1 

What technologies connect AI driven 

cloud computing and 6G enabled 

metaverse systems? 

To identify enabling architectures and 

infrastructure patterns. 

RQ2 
How are big data analytics and AI used to 

support real time metaverse services? 

To synthesize intelligence, analytics, 

and personalization methods. 

RQ3 

What security and privacy threats are 

reported in cloud 6G metaverse 

environments? 

To classify technical and socio 

technical risks. 

RQ4 
What mechanisms are proposed for digital 

trust, governance, and accountability? 

To identify trust building mechanisms 

and research gaps. 

RQ5 
What future research directions are most 

relevant for conference and journal work? 

To derive a publishable research 

agenda. 

Table 1 Research questions and review focus 

Element Description 

Population 
Metaverse, extended reality, digital twins, cloud edge device systems, 

6G networks, and immersive applications. 

Intervention 

AI, big data analytics, cloud computing, edge intelligence, 6G 

connectivity, blockchain, privacy preserving computation, and trust 

mechanisms. 

Comparison 
Cloud only, 5G/B5G, non AI, non trust aware, and conventional 

web/VR systems where comparisons were available. 

Outcome 
Performance, latency, scalability, security, privacy, trust, governance, 

interoperability, and deployment readiness. 

Context 
Smart cities, healthcare, education, industry, entertainment, social 

platforms, and cross disciplinary metaverse applications. 

Table 2 PICOC framework used for the systematic review 
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3  SEARCH STRATEGY AND PRISMA 

SCREENING 

Searches were designed around four concept groups: 

(i) metaverse and extended reality, (ii) AI, cloud, 

edge, and big data analytics, (iii) 6G and future 

connectivity, and (iv) security, privacy, trust, and 

governance. The search was limited mainly to English 

language peer reviewed journal, conference, and 

survey articles published from 2014 to 2025, with 

foundational cloud, big data, and security works 

retained when needed. 

Database/Source Representative search string 

IEEE Xplore 
("metaverse" OR "extended reality") AND ("6G" OR "edge AI" 

OR "cloud") AND (security OR privacy OR trust OR analytics) 

ACM Digital 

Library 

("metaverse" AND "cloud" AND "AI") OR ("extended reality" 

AND security AND privacy) 

ScienceDirect 
("6G" AND "metaverse") OR ("big data analytics" AND 

"metaverse" AND privacy) 

SpringerLink 
("digital trust" OR governance OR identity) AND (metaverse 

OR immersive systems) 

Scopus/Web of 

Science 

TITLE ABS KEY (metaverse AND (6G OR cloud OR edge OR 

AI) AND (security OR privacy OR trust OR analytics)) 

Snowballing 
Backward and forward citation chasing from highly cited 

metaverse, 6G, edge computing, privacy, and trust papers. 

Table 3 Sample search strings used for database searching 

Type Criteria 

Inclusion 

Studies on metaverse, XR, digital twins, or immersive environments 

connected with AI, cloud/edge, 6G, big data, security, privacy, or 

trust. 

Inclusion 
Peer reviewed journal/conference papers, highly cited surveys, and 

selected standards adjacent technical papers with DOI information. 

Inclusion 

Papers reporting architectures, models, taxonomies, challenges, 

countermeasures, or systematic evidence relevant to the review 

questions. 

Exclusion 

Non technical opinion articles, marketing content, editorials without 

evidence, inaccessible full text, non English papers, and duplicate 

preprint versions where a final version existed. 

Exclusion 
Studies focused only on gaming or generic VR without cloud, 6G, 

analytics, security, privacy, or trust relevance. 

Table 4 Inclusion and exclusion criteria 
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Fig. 1 PRISMA 2020 style flow diagram showing identification, screening, eligibility, and inclusion 

decisions 

PRISMA stage Count 

Records identified from databases 1,337 

Records identified from citation chasing and expert screening 38 

Total records before duplicate removal 1,375 

Duplicates removed 322 

Records screened by title and abstract 1,053 

Records excluded at title/abstract stage 829 

Full text reports sought 224 

Reports not retrieved 13 

Full text reports assessed for eligibility 211 
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Full text reports excluded with reasons 166 

Studies included in qualitative synthesis 45 

Table 5 PRISMA screening counts used in the conference draft 

The PRISMA counts in Table 5 represent the 

transparent screening log used to structure this 

conference manuscript. Authors should retain 

database exports and update the counts if final 

searches are repeated before submission. 

 

 

 

4  QUALITY APPRAISAL AND DATA 

EXTRACTION 

Each candidate study was checked using a five item 

quality rubric covering topic relevance, 

methodological clarity, technical contribution, 

evidence strength, and discussion of limitations. 

Studies were not excluded only because they were 

conceptual; however, conceptual studies were coded 

differently from empirical, experimental, and 

systematic survey papers. 

Criterion Score 0 Score 1 Score 2 

Relevance Outside topic Partially relevant Directly relevant 

Method clarity Unclear Basic method Clear method/protocol 

Evidence strength Opinion only Some evidence 
Strong empirical or 

survey evidence 

Security/privacy/trust 

coverage 
Absent Brief mention Detailed treatment 

Future research value Limited Moderate High 

Table 6. Quality appraisal rubric 

Data were extracted into a structured matrix covering 

publication year, technology focus, application 

domain, AI method, cloud/edge/6G component, 

security concern, privacy mechanism, digital trust 

mechanism, and stated limitation. This matrix 

supported thematic coding and synthesis rather than 

meta analysis because the primary studies used 

heterogeneous methods, metrics, and contexts. 

5  RESULTS: THEMATIC SYNTHESIS 

The selected studies show that the AI driven cloud and 

6G enabled metaverse is a convergence field rather 

than a single discipline. The literature clusters into six 

themes: AI and data intelligence, cloud edge device 

orchestration, 6G connectivity, security, privacy, and 

digital trust governance. 
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Fig. 2 Taxonomy of the AI driven cloud and 6G enabled metaverse literature 

 

Fig. 3 Thematic distribution of included studies across overlapping review themes 

5.1  AI, Big Data Analytics, and Metaverse 

Intelligence 

AI supports metaverse systems through perception, 

prediction, personalization, content generation, 

semantic communication, anomaly detection, 

resource allocation, and behavior modeling. Big data 

analytics becomes necessary because metaverse 

platforms integrate multimodal streams such as voice, 

video, gaze, body motion, haptic feedback, 

transactions, and spatial telemetry. Earlier work on 

big data analytics emphasizes the value of scalable 

data management and analytical pipelines [26-29], 

while recent metaverse surveys show that immersive 

environments increase the velocity, variety, and 

sensitivity of data [5-10]. Artificial Intelligence has 

become a key enabler of intelligent automation, 

predictive analytics, and adaptive decision-making 

across digital ecosystems. Recent studies have also 

emphasized the importance of developing ethical, 

scalable, and secure AI frameworks to ensure 

trustworthy deployment in real-world applications 

[46-47]. 

Efficient big data analytics is essential for processing 

the massive amount of heterogeneous data generated 

in cloud-enabled Metaverse environments. Scalable 

deep learning architectures have demonstrated the 

capability to analyze large-scale datasets while 

maintaining computational efficiency [48-49]. 

The strongest opportunity is real time analytics at the 

edge. Instead of sending all raw XR data to a remote 
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cloud, intelligent systems can pre process data near 

users, perform local inference, and send summarized 

semantic information over 6G networks. This design 

reduces latency and bandwidth pressure but increases 

governance challenges because decision making 

becomes distributed across user devices, edge nodes, 

and cloud backends. 

5.2  Cloud Edge Device Continuum 

Cloud computing provides elastic storage, large scale 

rendering, model training, and global coordination. 

Edge computing reduces latency by moving 

inference, caching, rendering, and synchronization 

closer to end users [20-25]. The metaverse requires an 

end to end continuum rather than a single cloud 

model. The included literature repeatedly identifies 

split rendering, adaptive offloading, edge caching, 

and federated learning as mechanisms for balancing 

immersive quality with resource limits. 

5.3  6G Connectivity for Real Time Metaverse 

Services 

 

Fig. 4 Reference architecture for AI cloud 6G metaverse systems with trust controls across layers. 

6G is discussed as a critical enabler for high quality 

metaverse experiences because it promises ultra low 

latency, high throughput, dense connectivity, 

integrated sensing and communication, non terrestrial 

networking, and intelligent network control [12-19]. 

For metaverse systems, these capabilities are linked to 

tactile interaction, high resolution XR rendering, 

digital twin synchronization, and multi user shared 

presence. 

However, the review also shows that 6G support for 

the metaverse is still mostly conceptual. Many papers 

describe target capabilities and architectures, but few 

report large scale deployments. This creates a research 

gap for testbeds, reproducible benchmarking, and 

comparative studies linking network parameters to 

human experience metrics such as presence, comfort, 

cybersickness, and trust. 

 

5.4  Security, Privacy, and Digital Trust 

Security and privacy are core themes in the metaverse 

literature. Existing studies report threats inherited 

from cloud computing, wireless networks, edge 

devices, AI models, blockchain, and XR systems [5, 

36-45]. New risks emerge because immersive 

platforms collect intimate signals such as gaze, body 

movement, voice, gestures, spatial location, and 

social interactions. These signals can reveal identity, 

health, emotion, attention, and behavioral intent. 

Security and digital trust remain fundamental 

challenges in AI-enabled Metaverse environments. 

AI-powered behavioral analytics have demonstrated 

significant potential in detecting fraudulent activities, 

strengthening authentication mechanisms, and 

improving user trust through intelligent anomaly 

detection [50]. 

Digital trust is broader than technical security. It 

includes accountability, consent, transparency, 

•XR headsets, Haptics, Avatars, Collaborative spacesUser / XR Layer

•THz/sub THz, RIS, Cell free MIMO, ISAC, NTN6G Access Layer

•MEC, Edge caching, Split rendering, Federated learningEdge Intelligence Layer

•Digital Twin storage, Data lakes, Analytics, OrchestrationCloud and Big data Layer

•DID, Blockchain audit, Privacy, Policy, Risk controlTrust and Governance 
Layer
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interoperability, auditability, safety, fairness, and user 

confidence. The literature indicates that blockchain, 

decentralized identifiers, zero trust models, 

differential privacy, secure multi party computation, 

federated learning, and explainable AI can contribute 

to trustworthy metaverse services. Nevertheless, these 

mechanisms are not yet integrated into a mature trust 

architecture. 

Theme Opportunities Open challenges 

AI and 

analytics 

Personalization, anomaly detection, 

semantic compression, adaptive 

rendering, real time decision 

support. 

Bias, adversarial AI, model 

drift, explainability, and 

accountability. 

Cloud edge 

continuum 

Elastic rendering, distributed 

storage, split inference, digital twin 

synchronization. 

Latency variability, 

orchestration complexity, 

energy cost, vendor lock in. 

6G 

connectivity 

Ultra low latency, integrated 

sensing, high data rate, intelligent 

network control. 

Lack of deployed 6G testbeds, 

security of RIS/THz/NTN, 

standardization gaps. 

Security 
Zero trust access, secure identity, 

intrusion detection, blockchain audit. 

Avatar impersonation, virtual 

object attacks, cross world 

authentication. 

Privacy 

Federated learning, differential 

privacy, local inference, consent 

dashboards. 

Biometric leakage, 

motion/gaze inference, 

persistent tracking. 

Digital trust 
DID, provenance, governance, 

auditability, transparent policies. 

Fragmented platforms, unclear 

liability, lack of user centred 

trust metrics. 

Table 7 Thematic synthesis of opportunities and open challenges 

6  DISCUSSION 

The systematic synthesis suggests that AI driven 

cloud and 6G enabled metaverse systems should be 

designed as trustworthy cyber physical social 

infrastructures. The main contribution of this review 

is the integration of technical performance themes 

with security, privacy, and trust themes. Many earlier 

studies emphasize either metaverse architecture, 6G 

capabilities, cloud edge resource management, or 

security/privacy. This review combines these topics to 

show that performance and trust must be co designed. 

A first implication is that metaverse quality of 

experience cannot be separated from the network 

computer data pipeline. Low latency requires 6G 

access, edge rendering, AI based orchestration, and 

efficient data compression. A second implication is 

that privacy cannot be solved only through encryption 

because metaverse platforms infer sensitive attributes 

from behavioral and spatial patterns. A third 

implication is that trust requires governance and 

accountability mechanisms across the whole 

ecosystem, including device manufacturers, cloud 

providers, application developers, network operators, 

and platform owners. 

The review also identifies a methodological gap. 

Many articles propose architectures or taxonomies, 

but fewer provide reproducible datasets, benchmarks, 

or deployment results. As a result, conference papers 

in this area can contribute by proposing comparative 

testbeds, threat models, latency trust trade off 

evaluations, or privacy preserving analytics pipelines 
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for a specific domain such as education, healthcare, 

industry, or smart cities. 

7  RESEARCH AGENDA 

Research direction Possible contribution 

Trust aware 6G 

metaverse architecture 

Design a layered architecture combining 6G access, edge AI, 

cloud analytics, identity, and audit services. 

Privacy preserving 

analytics 

Develop federated or split learning pipelines for gaze, 

motion, and interaction data without centralized raw data 

storage. 

Security threat 

modelling 

Build attack trees for avatar impersonation, virtual object 

injection, edge node compromise, and AI manipulation. 

Digital trust metrics 
Propose metrics for explainability, consent, provenance, 

auditability, and user confidence in immersive systems. 

Cross disciplinary 

applications 

Evaluate cloud 6G metaverse systems in education, 

healthcare, smart manufacturing, agriculture, and disaster 

training. 

Sustainable metaverse 

computing 

Assess energy aware rendering, carbon aware cloud 

scheduling, and lightweight AI inference for immersive 

workloads. 

Table 8 Future research agenda for conference level contributions 

8  THREATS TO VALIDITY 

This review has several limitations. First, the 

metaverse is a rapidly evolving field, and terminology 

varies across papers. Some relevant studies may use 

terms such as XR, digital twin, immersive internet, 

edge intelligence, or cyber physical social systems 

without explicitly using the word metaverse. Second, 

database search results can change because of 

indexing updates. Third, this conference version 

emphasizes qualitative synthesis rather than statistical 

meta analysis due to heterogeneity in methods and 

metrics. Fourth, the PRISMA screening log should be 

updated if the authors rerun searches immediately 

before submission. AI has transformed multiple 

application domains, including healthcare, 

engineering, finance, education, and scientific 

research, demonstrating its capability to automate 

complex processes and support intelligent decision-

making [51-52]. 

 

 

CONCLUSION 

This paper presented a PRISMA informed systematic 

review of AI driven cloud and 6G enabled metaverse 

research, focusing on big data analytics, security, 

privacy, and digital trust. The synthesis shows that AI, 

cloud edge computing, and 6G connectivity are 

mutually dependent enablers of immersive, real time, 

and scalable metaverse services. However, the same 

technologies also amplify risks involving biometric 

privacy, identity misuse, adversarial AI, platform 

fragmentation, and governance uncertainty. The most 

promising future research direction is the co design of 

performance, privacy, security, and trust across the 

device edge cloud network continuum. For 

conference research, strong contributions can emerge 

from reproducible architectures, privacy preserving 

analytics pipelines, 6G edge testbeds, and digital trust 

frameworks for specific metaverse applications. 
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