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ABSTRACT

This paper reports a systematic literature review, following established guidelines, of automated and threat-model-
driven security testing research relevant to web, microservices, Kubernetes-orchestrated cloud-native, and serverless
applications, published primarily between 2021 and 2026. Candidate studies were retrieved primarily through Google
Scholar, a prominent academic search engine indexing scholarly literature across publishers, including IEEE, ACM,
Elsevier, Springer, Wiley, and MDPI, supplemented by targeted web searches undertaken to verify publication venues
and resolve citation details for papers carried forward into the final corpus. Eleven thematic query groups were em-
ployed, each aligned with the framework components and evaluation domains set out in the accompanying research
proposal: automated security testing for microservices; threat-model-driven test generation; Kubernetes and continuous
integration/continuous delivery (CI/CD) security; systematic reviews of microservices testing; application program-
ming interface (API) security testing; development, security, and operations (DevSecOps) integration frameworks;
container security scanning; serverless security; STRIDE and automated threat modeling; automated penetration test-
ing; and web application security testing tools and benchmarking. Searches targeted publications from approximately
2021 to 2026, with a limited number of earlier foundational papers retained as background context. An initial pool of
candidate studies was screened in two stages: relevance screening against explicit inclusion/exclusion criteria, followed
by a venue-quality screening pass that identified and removed sources published in venues exhibiting predatory-pub-
lishing characteristics. The final corpus comprises 102 quality-screened primary studies across 11 thematic clusters.
Results indicate that no single existing tool or technique achieves full vulnerability-detection coverage within any one
deployment paradigm; that threat-model-to-executable-test pipelines are validated within single domains (notably
automotive and, closest to this review’s target problem, containerized microservices) but not generalized across para-
digms; and that large language model (LLM)-assisted test and threat-model generation is a fast-growing but still nar-
row research direction. These findings motivate and directly inform a proposed threat-model-driven framework,
described in an accompanying research proposal, built around a novel context-adapter layer intended to generalize such
test generation across web, microservices, Kubernetes, and serverless deployments, thereby establishing a foundation
for rigorous security assurance across heterogeneous distributed architectures.
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INTRODUCTION

1.0 Introduction

The evolution of software construction and deploy-
ment appears to have outpaced the evolution of secu-
rity testing. A single modern application may span
several architectural paradigms at once: a traditional
web front-end, a set of microservices communicating
over internal APIs, containers orchestrated by Ku-
bernetes, and event-driven serverless functions han-
dling specific workloads. (Pourmajidi et al., 2025)
Each paradigm may introduce its own attack surface
— injection and session-handling flaws in web front-
ends, broken object-level authorization in APIs, mis-
configured RBAC and network policy in Kubernetes,
and fundamentally different trust boundaries in
Function-as-a-Service (FaaS) — yet the academic and
practitioner literature appears largely to treat security
testing for each paradigm as a separate problem, with
separate tools, separate benchmarks, and separate
research communities. (Marin et al., 2022), (Minna &
Massacci, 2023)

Threat-model-driven test generation — deriving exe-
cutable, targeted security tests directly from a struc-
tured threat model rather than generic rule sets —
offers a principled alternative to this fragmentation,
and has already been demonstrated successfully
within individual domains. (Marback et al., 2012),
(Casola et al., 2023) What remains unclear is whether,
and to what extent, this approach generalizes across
deployment paradigms. This systematic literature
review was undertaken to delineate the current state
of the art across the domains relevant to this question,
and to identify the specific, evidenced gap that moti-
vates the accompanying research proposal.

1.1 Background

1.1.1 Modern application paradigms and their
distinct attack surfaces

Web applications remain the most extensively studied
security-testing target, with a mature ecosystem of
open-source and commercial static application secu-
rity testing (SAST) and dynamic application security
testing (DAST) tools (Aydos et al., 2021). Neverthe-
less, comparative benchmarking studies suggest per-
sistent coverage gaps: across 75 real-world
applications tested with nine open-source SAST and
DAST tools, no single tool achieved full coverage
against the OWASP Top-10/CWE-25 vulnerability

INTERNATIONAL JOURNAL DF SCIENTIFIC RESEARCH AND TECHNOLOGY

set. (Qadir et al., 2025) In a large Java-based system,
multiple vulnerability-detection techniques identified
vulnerabilities that the other evaluated techniques did
not detect, and vice versa (Elder et al., 2022)—evi-
dence suggesting that, even within a single paradigm,
security-testing techniques may be complementary
rather than redundant and that no single technique
may suffice.

Microservices architectures decompose this problem
further: security concerns may extend beyond indi-
vidual services to encompass the trust relationships
between them (Haindl et al., 2024). (Unver & Britto,
2023) aggregated multiple open-source scanners into
a unified feedback tool for microservices, while (Di et
al., 2024) demonstrated industrial-scale distributed
fuzzing for microservices at Ant Group, uncovering
1,764 confirmed security risks evidence both of the
domain's practical importance and of the continued
reliance on fuzzing and scanning approaches.

Kubernetes-orchestrated deployments may introduce
a further, largely orthogonal layer of attack surface:
container image vulnerabilities, RBAC misconfigu-
ration, network-policy gaps, and admission-control
weaknesses (Dell’Immagine et al., 2023). Empirical
evaluations of container-scanning tools reveal persis-
tent accuracy limitations (Javed & Toor, 2021) found
that existing tools did not detect application package
vulnerabilities and a Systematization of Knowledge at
IEEE S&P re-evaluating existing container defenses
against 51 real vulnerabilities found them of limited
effectiveness (Haq et al., 2024).

Serverless (Function-as-a-Service) deployments ap-
pear to exhibit persistent security-testing gaps (Es-
caleira et al., 2025). (Escaleira et al., 2025) proposed
a five-layer serverless security model in a systematic
review, identifying function-level observability and
data-lifecycle protection as persistent gaps, while
(Hamza et al., 2025) empirically analyzed 88 real
security issues drawn from GitHub across 10 open-
source serverless platforms, finding certificate/en-
cryption and permissions/role management the most
frequently reported deficiencies.

1.1.2 Threat modeling as a candidate unifying
mechanism

Threat modeling the structured identification of a
system's potential attack vectors, most commonly via
STRIDE (Spoofing, Tampering, Repudiation, Infor-
mation Disclosure, Denial of Service, Elevation of
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Privilege) or attack trees has been proposed as a
mechanism for systematizing security testing, rather
than leaving its organization to ad hoc tool selection.
Awodele et al. (2024) conducted a comparative fuzzy-
set risk evaluation across STRIDE, PASTA,
LINDDUN, and other methodologies specifically for
cloud environments, appearing to rank STRIDE as the
most effective among those compared (Awodele et
al., 2024), providing what may constitute empirical
support for STRIDE's continued prominence in the
reviewed literature. Recent work appears to automate
the application of STRIDE itself: (Bandara et al.,
2025) generates STRIDE analyses directly from ar-
chitecture diagrams using vision-language models,
while (Fu et al., 2025) automates STRIDE threat
classification with 92.5% precision and rule-base
construction on a large vulnerability dataset, suggest-
ing the threat-identification stage long assumed to
require manual expertise may be becoming increas-
ingly amenable to automation (Bandara et al., 2025).

Threat-model-to-executable-test pipelines appear to
have been demonstrated successfully within single
domains. In automotive cybersecurity, (Marksteiner
et al., 2023) carry a Threat Analysis and Risk As-
sessment (TARA) process through attack-tree de-
composition to executable test cases. (Tanmay et al.,
2025) extend this with a four-stage large language
model (LLM)-driven pipeline attack-tree analysis,
retrieval-augmented generation of domain knowl-
edge, LLM-based test/property generation, and LLM-
as-a-judge refinement validated on an automotive
case study. Closest to this review's target problem,
(Casola et al., 2023) present a model-based method-
ology carrying threat identification through to tar-
geted test generation, validated on a containerized
microservice case study the work that appears most
directly relevant to this review, although it remains
confined to one deployment paradigm.

Kubermnetes-specific automated threat modeling ap-
pears to constitute an active but narrow direction:
(Wimbauer et al., 2025) combine LLMs with attack
graphs aligned to MITRE ATT&CK and the
Microsoft Threat Matrix for Kubernetes to automate
threat-hypothesis generation and quantitative risk
scoring, but stop at risk quantification without gener-
ating executable tests a pattern repeated across nearly
every reviewed study that reaches the cloud-native
threat-modeling stage.
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1.1.3 DevSecOps and CI/CD integration as the
deployment context

A large and growing body of DevSecOps literature
addresses embedding security activities throughout
the CI/CD pipeline. (Sinan et al., 2025) and (Ramos
& Yoo, 2025) each conducted systematic reviews
identifying dozens of adoption challenges and corre-
sponding solutions; (Rajapakse et al., 2021), despite
preprint status, is highly cited (166 citations) for its
thematic analysis of DevSecOps adoption barriers.
(Cyril & Kumara, 2026) demonstrated a concrete,
reproducible multi-tool CI/CD pipeline combining
static application security testing (SAST), software
composition analysis (SCA), dynamic application
security testing (DAST), and machine-learning-based
vulnerability classification with quantified precision
and recall. These studies may collectively suggest that
DevSecOps integration is well studied at the process
and tooling-orchestration levels; however, consistent
with the pattern identified in Section 1.1.2, the litera-
ture rarely appears to connect tooling decisions to an
explicit upstream threat model.

1.2 Problem Statement

Despite substantial individual progress in automated
security testing, three specific problems appear to
remain unresolved in the literature reviewed for this
study:

1. Tool fragmentation without full coverage pub-
lished empirical comparisons consistently sug-
gest that no single existing tool, or any
combination of tools, appears to achieve com-
prehensive vulnerability coverage within a single
deployment paradigm, let alone across multiple
paradigms (Qadir et al., 2025; Seth et al., 2023;
Hagq et al., 2024).

2. Threat modeling is domain-siloed threat-model-
to-test pipelines exist for automotive and hard-
ware-verification domains, and threat-model-to-
risk-quantification pipelines exist for Kubernetes
specifically, but no reviewed framework, to the
best of our knowledge, appears to carry a threat
model through to executable tests across more
than a single deployment paradigm (Casola et al.,
2023; Marksteiner et al., 2023; Wimbauer et al.,
2025).

3. No standardized cross-paradigm comparison
exists the literature offers no empirical study
measuring how a single security-testing
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methodology's effectiveness varies as the same
underlying application logic moves from a web
front-end, to microservices, to Kubernetes or-
chestration, to serverless execution (Jayalath et
al., 2024).

1.3 Aim and Objectives of the Review

Aim: To systematically review and synthesize the
literature on automated and threat-model-driven se-
curity testing relevant to web, microservices, Kuber-
netes-orchestrated cloud-native, and serverless
applications, in order to characterize the current state
of the art and identify well-evidenced research gaps
capable of grounding a PhD-level framework pro-
posal.

Objectives

e To identify and classify automated security-test-
ing approaches applicable to each of the four
target deployment paradigms.

e To determine which threat-modeling formalisms
are used to drive automated test generation, and
the extent of such automation.

e To catalog the test types, tools, and test-oracle
mechanisms reported across the reviewed litera-
ture, with particular attention to the oracle-auto-
mation problem.

e To examine how automated and threat-model-
driven security-testing approaches are evaluated,
including benchmarking practices and reported
effectiveness metrics.

e To synthesize reported limitations and challenges,
and to derive a specific, evidence-based research
gap and roadmap for future work.

1.4 Research Questions

e RQI: What automated security-testing ap-
proaches exist for web, microservices, Kuber-
netes-orchestrated cloud-native, and serverless

applications, and how do they differ by paradigm?

e RQ2: Which threat-modeling formalisms (e.g.,
the STRIDE framework (Spoofing, Tampering,
Repudiation, Information Disclosure, Denial of
Service, and Elevation of Privilege), attack trees,
and hybrid models) are used to drive automated
test generation, and to what extent is the threat-
modeling stage itself automated?
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e RQ3: What types of security tests are generated
or guided by automated or threat-model-driven
approaches, and how is the test-oracle problem
addressed?

e RQ4: How are automated and threat-model-
driven security-testing approaches evaluated, and
what evaluation practices (benchmarks, case
studies, industrial deployment) are reported?

e RQS5: What limitations and challenges are re-
ported, particularly regarding cross-paradigm
generalization, continuous integration/continuous
delivery (CI/CD) integration, and scalability?

2.0 Methodology

This review is structured in accordance with the sys-
tematic literature review guidelines for software en-
gineering established by Kitchenham and Charters
(2007), comprising planning, conducting, and report-
ing phases.

2.1 Search Strategy

Candidate studies were retrieved primarily through
Google Scholar, a prominent academic search engine
indexing scholarly literature across publishers, in-
cluding IEEE, ACM, Elsevier, Springer, Wiley, and
MDPI, supplemented by targeted web searches un-
dertaken to verify publication venues and resolve
citation details for papers carried forward into the
final corpus. Eleven thematic query groups were em-
ployed, each aligned with the framework components
and evaluation domains set out in the accompanying
research proposal: automated security testing for mi-
croservices; threat-model-driven test generation; Ku-
bernetes and continuous integration/continuous
delivery (CI/CD) security; systematic reviews of mi-
croservices testing; application programming inter-
face (API) security testing; development, security,
and operations (DevSecOps) integration frameworks;
container security scanning; serverless security;
STRIDE and automated threat modeling; automated
penetration testing; and web application security test-
ing tools and benchmarking. Searches targeted publi-
cations from approximately 2021 to 2026, with a
limited number of earlier foundational papers retained
as background context.

2.2 Inclusion and Exclusion Criteria

Inclusion criteria:
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e Peer-reviewed journal articles, conference papers,
or high-quality preprints (e.g., arXiv, IACR
ePrint) relevant to automated security testing,
threat modeling, or DevSecOps within web, mi-
croservices, Kubernetes/container, or serverless
contexts.

e Studies reporting a concrete approach, tool,
framework, or empirical evaluation (case study,
benchmark, or industrial deployment), excluding
purely conceptual discussions.

e Systematic literature reviews and mapping stud-
ies directly relevant to the eleven query groups,
retained as evidence for contextualization and gap
identification.

Exclusion criteria:

e Non-scholarly publications (blog posts, vendor
marketing pages, crowdsourced encyclopedias).

e Publications in venues exhibiting characteristics
operationalized as predatory: fabricated or self-
reported impact-factor claims not corresponding
to a recognized indexing service (Beall, 2016);
guaranteed rapid publication (e.g., “publication
within 2 days”) as a marketed feature (Shen &
Bjork, 2015); or a stated journal scope systemati-
cally mismatched with the paper's subject matter
(e.g., a crisis-communication or mathematics
journal publishing DevSecOps engineering pa-

pers).

e Non-English language publications.
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A 4

2.3 Study Selection and Quality Screening

Study selection proceeded in two stages: first, a rele-
vance screen removed candidates outside the scope of
the 11 query groups or the 4 target deployment para-
digms. Second, a venue-quality screen was applied to
every remaining candidate: each publication venue
was checked against its claimed indexing status, and
papers appearing in venues matching the predatory-
pattern criteria in Section 2.2 were removed. This
screening pass may constitute a substantive contribu-
tion to this review: an initial candidate pool of 123
papers was reduced to a validated corpus of 102 after
31 papers from predatory-pattern or unverifiable
venues were identified and either removed outright
(21 papers, where no adequate substitute existed for
the specific claim) or replaced with a verified, legiti-
mate paper making the same evidentiary claim (9
papers, including a fuzzer published at the Interna-
tional Conference on Software Engineering (ICSE),
one of the field's top venues, replacing a paper origi-
nally sourced from a venue exhibiting fabricated-im-
pact-factor characteristics). One further correction
reclassified a legitimate IEEE-sponsored conference
(previously mis-screened as low-tier) back into the
primary corpus. The full identification, screening,
eligibility, and inclusion process is summarized in the
Preferred Reporting Items for Systematic Reviews
and Meta-Analyses (PRISMA) 2020 flow diagram in
Figure 1.
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PRISMA 2020 Flow Diagram
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Figure 1: PRISMA 2020 Flow Diagram for This Systematic Literature Review.

. . . Pa-
Quality Tier Definition pers
A — Reputable IEEE / ACM / Elsevier / Springer / Wiley / MDPI / TOS Press / established conferences 7
and archives
C— Low-tier/ | Legitimate venues of lower visibility, regional scope, or unresolved classification; used 16
regional solely for background context
P — Preprint arXiv or similar, not peer—reylew§d; retained for’ methodological relevance pending ver- 14
ification of peer-reviewed status
TOTAL 102

Note on Figure 1: The Eligibility — Included stage of
the diagram (n = 123 — n=102) appears to reflect the
fully documented counts from the venue-quality
screening pass described above. The Identification
and Screening stages are reconstructed estimates
based on the 23 consensus search queries executed
across the 11 thematic clusters; exact per-query result
counts were not individually logged during the search
process and are marked with an asterisk in the figure
accordingly.

2.4 Data Extraction and Synthesis

A structured data-extraction scheme captured, for
each included study: bibliographic data (authors, year,
venue); target deployment paradigm (s); whether the
study proposes a framework or tool; the security-
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testing method (s) used; the study's key contribution;
and its principal reported limitation or the research
gap it leaves open. Data were synthesized narratively
and organized by research question (Section 3), with
a summary table (Section 3.6) mapping each of the 11
thematic clusters to its role in answering the review's
research questions.

3.0 Results

3.1 RQ1 Automated Security-Testing Approaches
by Paradigm

Across the four target paradigms, automated security-
testing research appears to cluster around distinct tool
families rather than a shared methodology. For web
applications, comparative benchmarking is the domi-
nant research mode: (Qadir et al.,, 2025) and
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(Kazmierak, 2025) each benchmark open-source
SAST/DAST tool combinations against real or seeded
vulnerabilities, with findings that suggest incomplete
coverage; (Albahar et al., 2022) and (Shahid et al.,
2022) provide widely cited (35 and 57 citations, re-
spectively) empirical comparisons of penetration-
testing tools and scanners. (Pan et al., 2024), pub-
lished at ICSE, introduced EDEFuzz, which appears
to be the first automated fuzzer specifically targeting
Excessive Data Exposure (OWASP API #3), using a
metamorphic relation approach to overcome that vul-
nerability class's lack of an explicit test oracle directly
relevant to RQ3 (Section 3.3).

For microservices, fuzzing and multi-scanner aggre-
gation appear to predominate: (Di et al., 2024)
demonstrates industrial-scale distributed fuzzing
(MICRoFuzz) at Ant Group, while (Unver & Britto,
2023) aggregates open-source scanners into unified
tooling. (Ai et al., 2026) applies LLM-driven seman-
tic inference to discover business-logic vulnerabilities
in microservice APIs specifically among the more
substantial automation results in the corpus, although
its applicability appears domain-specific to power and
smart-grid systems.

For Kubernetes and container environments, auto-
mated approaches appear to concentrate on policy
enforcement and admission control: Gurajapu et al.
(2026) achieve sub-200ms admission-webhook vali-
dation combining SBOM generation, signature veri-
fication, and policy-as-code (Gurajapu et al., 2026).
Container image scanning itself remains imperfect:
(Javed & Toor, 2021) and (Haq et al., 2024) both
document substantial detection gaps in widely used
scanners.

For serverless, automated approaches appear less
mature and tend to concentrate on post-deployment
monitoring rather than pre-deployment testing: (Ben-
Shimol et al., 2024) detects compromised functions
via native-monitoring-based anomaly detection, and
(Shin et al., 2025) verifies function calls in real time
to defend against privilege-abuse attacks both consti-
tute runtime defenses rather than instances of pre-de-
ployment test generation.

3.2 RQ2 — Threat-Modeling Formalisms Used to
Drive Test Generation

STRIDE appears to remain the most extensively val-
idated and applied threat-modeling formalism in the
reviewed literature, consistent with its empirically
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demonstrated strength for cloud environments
(Awodele et al.,, 2024). Multiple studies extend
STRIDE with automation: (Bandara et al., 2025)
generate STRIDE analyses from architecture dia-
grams using vision-language and reasoning models;
(Fu et al., 2025) automate STRIDE threat classifica-
tion with 92.5% precision; and (Rouland et al., 2021)
provide formal specification and tool support for
STRIDE threat detection and treatment at the soft-
ware-component level.

Attack trees, often combined with STRIDE in hybrid
frameworks, appear to be the second-most prevalent
formalism. (Abuabed et al., 2023), which applied
STRIDE, attack-tree analysis, and CVSS scoring to
automotive Advanced Driver-Assistance Systems,
identified numerous potential threats illustrating the
formalism's capacity for systematic, quantified threat
enumeration at scale. (Tanmay et al., 2025) appear to
advance furthest along the threat-model-to-test pipe-
line, using LLM-driven, self-corrective retrieval-aug-
mented generation to transform attack trees directly
into executable test cases and temporal-logic proper-
ties though validated only in the automotive domain.

Automation of the threat-modeling stage itself, inde-
pendent of downstream test generation, appears to be
a fast-growing subfield: in addition to Deep-STRIDE
and (Fu et al., 2025), (Wimbauer et al., 2025) apply
LLMs and MITRE ATT&CK-aligned attack graphs
specifically to Kubernetes deployments. None of
these Kubernetes- or cloud-native-focused automated
threat-modeling studies, however, appear to extend
their pipeline to executable test generation the specific
gap this review's RQ2 identifies as most acute for the
cloud-native and serverless paradigms.

3.3 RQ3 Test Types, Tools, and the Oracle Prob-
lem

Reviewed studies support the generation or orches-
tration of several test types: fuzzing and penetration
tests (Di et al., 2024; Jaswal et al., 2026, “AWE” 87%
XSS success and 66.7% blind SQLi success on the
XBOW benchmark using memory-augmented multi-
agent LLMs); static and dynamic analysis integrated
into pipelines (Cyril et al., 2026; Pavlyshyn et al.,
2026, reporting F1 0.91-0.95 for a hybrid rule-
based/LLM SAST triage layer); configuration and
infrastructure tests for containers and Kubernetes
(Kim et al., 2025; Chen et al., 2022); and API-specific
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tests targeting OWASP APl Top-10 categories
(Yildirim et al., 2024; Ishida et al., 2024).

The test-oracle problem determining whether a given
test output constitutes a genuine security violation
appears to remain only partially automated across the
corpus (Chen et al., 2016). Most frameworks appear
to automate test-input generation but rely on prede-
fined signatures, status-code checks, or human review
to judge outcomes for complex, business-logic-level
vulnerabilities. The clearest exception is metamorphic
testing (Chaleshtari et al., 2023): This technique is
consequently treated as a design precedent in the
accompanying research proposal's Test Oracle mod-
ule.

3.4 RQ4 Evaluation Practices and Benchmarking

Evaluation practices appear to vary considerably in
rigor across the corpus. More rigorous, benchmark-
first designs are comparatively rare but growing.
(Gioacchini et al., 2024) appear to establish an open,
standardized 33-task benchmark for LLM penetra-
tion-testing agents, reporting a stark gap between fully
autonomous (21% success rate) and human-assisted
(64% success rate) agent architectures a caution that
may be directly relevant to the degree of autonomy
that any future threat-model-driven test generator
should be granted.

Reported effectiveness metrics appear inconsistent
across studies, complicating direct comparison: some
report precision, recall, and F1, others report task-
completion or success rates (Gioacchini et al., 2024).
No reviewed study appears to evaluate a single secu-
rity-testing approach across more than one deploy-
ment paradigm under a consistent methodology — a
gap that the accompanying proposal's cross-domain
comparison may be designed to address.

3.5 RQS Reported Limitations and Open Chal-
lenges

Across the corpus, five recurring limitations can be
discerned:

e Incomplete coverage within a single paradigm —
no individual tool or tool combination appears to
achieve comprehensive vulnerability coverage,
even within a single deployment context (Qadir et
al., 2025; Seth et al., 2023).

e Manual oracle definition for complex vulnerabil-
ities — automation of test-input generation ap-
pears to outpace that of pass/fail judgment,
particularly for business-logic and multi-step
attack scenarios (Chaleshtari et al., 2023).

e Domain-locked threat-model-to-test pipelines —
the most advanced pipelines (including STAF and
Casola et al.'s microservice methodology) appear
to have been validated primarily within single
domains.

e LLM-assisted components may introduce non-
determinism; reproducibility is rarely reported
explicitly, a limitation that AWE (Jaswal et al.,
2026) addresses directly, although such reporting
remains uncommon elsewhere in the corpus.

e Kubernetes- and serverless-specific threat mod-
eling stops short of test generation — Threat-
Compute and related work automate threat
identification and risk scoring for cloud-native
infrastructure but appear not to close the loop to
executable testing.

3.6 Summary of Reviewed Literature by Thematic
Cluster

Thematic Cluster Papers Primary Research Questions (RQs)
Addressed
Microservices Security Testing 8 RQ1
Threat-Model-Driven Test Generation 11 RQ2, RQ3
Kubernetes and Continuous Integration/Continuous Delive
(CI/CD) Sfcurity Y 6 RQIL RQ4
Systematic Literature Reviews (SLRs) on Microservices Testing 9 Background, RQ5
Application Prggrammipg Ipterface (API) S.ecurity Testing (Open 6 RQI, RQ3
Worldwide Application Security Project [OWASP]) ’
Development, Security, and Operations (DevSecOps) Integration 17 RQI, RQ4
Frameworks
Container Security Scanning 10 RQ1, RQ5
Serverless Security 13 RQI1, RQ5
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. Primary Research Questions (RQs
Thematic Cluster Papers y Ad drege d (RQs)
STRIDE (Spoofing, Tampering, Repudiation, Information Disclo-
sure, Denial of Service, and Elevation of Privilege) and Auto- 9 RQ2
mated Threat Modeling
Automated Penetration Testing 6 RQI1, RQ4
Web App Security Testing (Tools/Benchmarking) 7 RQI1, RQ3,RQ4

4.0 Discussion

Taken together, the answers to RQ1-RQS5 converge
on a coherent, well-substantiated pattern. Automated
security testing appears effective, yet remains persis-
tently incomplete within any single deployment para-
digm (RQ1, RQ4); STRIDE and attack-tree threat
modeling are mature and increasingly self-automating
at the identification stage (RQ2), but the transition
from threat model to executable test appears to remain
confined to individual domains wherever it has been
demonstrated; test-oracle automation lags test-gener-
ation automation almost everywhere except in the
narrow but promising case of metamorphic testing
(RQ3); and no reviewed evaluation methodology
spans more than one deployment paradigm (RQ4,
RQ5).

This pattern directly motivates the framework pro-
posed in the accompanying research proposal: a sin-
gle threat-model-driven pipeline, built around
STRIDE and a metamorphic-relation-capable test
oracle (following the precedent of Pan et al., 2023),
generalized across paradigms via a dedicated context-
adapter layer rather than reimplemented separately for
each. No study identified in this review appears to
attempt this specific generalization, which may posi-
tion it as a substantiated contribution rather than an
incremental extension of any single prior work.

5.0 Threats to Validity

Construct validity may be affected by classification
judgments (e.g., assigning a given study to “threat-
model-driven” versus “general automated testing”);
borderline cases were resolved by close reading of
each paper's stated methodology rather than title or
abstract alone.

Internal validity risks arise from reliance on a single
primary search tool (Consensus), which, while in-
dexing a broad base of peer-reviewed literature, may
not achieve the same completeness as a multi-data-
base systematic search across IEEE Xplore, ACM
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Digital Library, and Scopus directly. This was par-
tially mitigated by targeted supplementary web
searches used to verify and, where necessary, correct
citation details for every paper carried into the final
corpus, but full database-level completeness cannot
be claimed.

External validity is limited by the corpus's heavy
weighting toward very recent publications (2024—
2026), reflecting the fast-moving, LLM-influenced
state of this research area; older foundational work
may be under-represented outside the specific papers
retained for background context.

Reliability may be strengthened by the explicit, re-
producible venue-quality screening process docu-
mented in Section 2.3, which appears unusually
transparent — 31 initially retrieved papers were
identified as venue-quality risks and either replaced or
removed, with the reasoning documented rather than
silently applied. Independent replication of the search
and screening process would nonetheless further
strengthen confidence in the corpus's completeness.

CONCLUSION

This systematic literature review synthesized 102
quality-screened primary studies spanning automated
security testing for web, microservices, Kubernetes-
orchestrated cloud-native, and serverless applications.
The evidence suggests that no single existing tool or
technique achieves full vulnerability coverage within
any one deployment paradigm; that threat-model-
driven test generation is validated and effective within
individual domains but has not been generalized
across paradigms (Casola et al., 2023); and that test-
oracle automation, while advancing via metamorphic
testing techniques, remains the most under-automated
stage of the pipeline for complex vulnerability classes
(Harman & O’Hearn, 2018). These findings appear to
delineate a specific research gap — the absence of a
single framework generalizing threat-model-driven
test generation across modern application deployment
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paradigms — that may directly motivate the frame-
work proposed in the accompanying PhD research
proposal.

Future Work

Building directly on this review's findings, future
work may prioritize: (1) design and implement a
threat-model-driven pipeline with an explicit context-
adapter mechanism capable of generalizing across
web, microservices, Kubernetes, and serverless de-
ployments, leveraging the demonstrated feasibility of
automated STRIDE rule construction (Fu et al., 2025)
and attack-tree-to-test generation (Khule et al., 2025);
(2) extend metamorphic test-oracle techniques (Pan et
al., 2023) beyond their current single-vulnerability-
class application to a broader range of business-logic
and cross-service vulnerabilities; (3) close the loop
between Kubernetes-native automated threat model-
ing (Wimbauer et al., 2025) and executable test gen-
eration, an integration that, to the best of current
evidence, no reviewed study appears to perform; and
(4) establish a standardized, reusable cross-paradigm
benchmark, following the rigorous benchmark-design
precedent set by Gioacchini et al. (2024) for penetra-
tion-testing agents, to enable direct comparison of
security-testing effectiveness across deployment par-
adigms — a comparison that this review suggests is
absent from the current literature.
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