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INTRODUCTION 

Cryptography is the strongest tool used for secret 

writing which is controlling against the security 

threats [1]. Cryptography is study of encryption and 

decryption of plain text and cipher text respectively. 

In cryptography, cipher is an algorithm of well-

defined steps for performing encryption and 

decryption. In encryption process, the original plain 

text is converted into cipher text using a key and in 

decryption process, plaintext is restored from cipher 

text using key. We need a strong encryption algorithm 

in order to encrypt plain text to cipher text [2]. The 

sender and receiver both must have key and key must 

be kept private. The process of encryption and 

decryption is shown below 

 Traditional ciphers consist of substitution or 

transposition techniques. In substitution cipher, we 

replace letters in plain text with other letters or 

symbols keeping the order of letters same. It 

Transposition ciphers, we keep all letters in their 

original form but change the position of letters. 

Transposition cipher hides the message by 

rearranging the order [3]. A character in the 1st position 

of plaintext may appear at 10th position in cipher text, 

and a character at 7th position in the plaintext may 

appear at 25th position in cipher text. Vernam Cipher 

is not used a lot in today’s age, due to it having 

drawbacks related to its key. If the key is smaller than 

plaintext, it loses its security as it becomes vulnerable 

to attacks like known-plaintext attack or ciphertext-

only attack. While if we use its One-Time Pad 

version, which says use randomly generated key equal 

to length of plaintext we run into issue of storing and 

distributing key securely which makes it hard to use 

even though it exhibits property of perfect secrecy. To 

try overcome issue of small key size we propose this 

modified version of vernam cipher.  

Proposed Modified Vernam Cipher: 

This modification of vernam cipher changes how key 

is used in cipher, here we first assume what size will 
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our square matrix will be, size of matrix will tell us 

how many letters it will encrypt before key cycles 

back to 1st element, which is (size of matrix)2. After 

size of matrix is decided, we will generate integers 

and store it in matrix, once matrix is full, we generate 

determinant of that matrix, determinant is then 

wrapped based on size of variable so that it comes in 

range of size of variable. If determinant is zero, we 

generate new matrix. After above key generation 

procedure is done, we start encryption process, our 

encryption process will depend on byte size of integer 

variable and char set. Here we will assume variable 

size to be 4 and charset to be extended ascii which is 

1 byte. 

Encryption: 

Here we will take first letter of plain text, and take 1st 

element of key matrix, determinant of matrix and 

divide both of them into bytes such that it will give us 

4 bytes for each, for key element assume bytes named 

ki and for determinant assume bytes named di where i 

is ith byte of key element or determinant. after dividing 

keys and determinant into bytes we apply xor operator 

in following format 

For i = (size_of_variable) to 1 { 

CT = CT ^ ki; 

CT = CT ^ di; 

} 

From above codelet we can see that in first iteration, 

last byte of key element is xor with plain text and then 

last byte of determinant is xor with result of previous 

operation. Once loop terminates our letter is 

converted to its cipher equivalent, assuming CT first 

stored plaintext when loop was initiated. 

Decryption: 

The process is similar to Encryption except operations 

performed are reversed. 

For i = (size_of_variable) to 1 { 

PT = PT ^ di; 

PT = PT ^ ki; 

} 

Since we perform operations in reverse, we get plain 

text back from cipher text, assuming cipher text was 

stored in PT when loop was initiated. 

Advantages: 

This proposed vernam cipher makes it harder to 

perform analysis attack or makes it hard to perform 

brute-force attack. 

CONCLUSION: 

Here, we point out merits and demerits of vernam 

cipher in both mode of operation (with small key than 

plaintext and with key equal to plaintext). In order to 

overcome demerits of vernam cipher with small key, 

we proposed modified version of vernam cipher 

which can be used to make ciphertext more secured 

from attacks. 
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