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INTRODUCTION

The rapid growth of connected devices,  cloud ser-

vices,  sensors,  mobile  applications,  industrial  sys-

tems, and intelligent infrastructure has created large 

volumes of distributed data. Much of this information 

is generated at the edge rather than inside a centralized 

data centre. Traditional centralized machine learning 

requires  data  to  be  collected  and  transferred  to  a 

common training location, but this approach can cre-

ate privacy, bandwidth, latency, ownership, and gov-

ernance problems [1]. Federated learning addresses 

part of this challenge by allowing local participants to 

train a shared model and send model updates instead 

of  raw  training  records.  McMahan  and  colleagues 

introduced  Federated  Averaging  as  a  practical  ap-

proach for learning from decentralized and non inde-

pendent and identically distributed data while reduc-

ing  communication  requirements.  The  edge  cloud 

environment extends this idea by placing computation 

and intelligence close to data sources while retaining 

access  to  cloud  scale  storage  and  processing[2,3]. 

Edge  computing  can  reduce  latency  and  network 

traffic, but it also creates a larger and more heteroge-

neous attack surface. Devices differ in hardware ca-

pability,  operating  system,  network  quality,  trust 

level,  and  administrative  ownership.  Therefore,  a 

federated system cannot  assume that  every partici-

pating node is equally trustworthy. A participant may 

be legitimate but compromised, or it may be autho-

rized  for  one  task  but  not  another.  Access  control 

provides a mechanism for deciding who or what is 
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permitted to perform an operation on a resource. Role 

based  access  control  associates  permissions  with 

roles,  while  attribute  based access  control  can  use 

multiple contextual  properties  such as device type, 

location, data sensitivity, time, or organizational af-

filiation. In a federated learning system, access con-

trol can be extended beyond ordinary data access. It 

can govern who may join a  training round,  which 

model a participant may receive, which data category 

may contribute to training, which aggregation service 

may be used, and whether a submitted update should 

be admitted [4,5]. The central challenge is therefore 

integration. Robust aggregation can reduce the influ-

ence of malicious updates, but it does not prove that 

the sender was authorized. Conversely, strong autho-

rization does not  prevent  a  legitimate but  compro-

mised participant from submitting poisoned updates. 

Secure aggregation can hide individual updates from 

the server, but this privacy property can make indi-

vidual anomaly detection more difficult. A practical 

architecture must combine these mechanisms rather 

than treating them as isolated security controls [6,7].

Figure 1: Integrated Federated Learning Archi-

tecture for Edge Cloud Big Data Systems

Figure 1: The conceptual workflow distributed edge 

nodes retain local big data and perform local training. 

Before participation, identity and authorization poli-

cies are evaluated. During aggregation, secure com-

munication and privacy mechanisms protect  model 

exchange,  while  robust  aggregation  and  anomaly 

detection limit the effect of malicious updates. The 

cloud  layer  provides  coordination  and  long  term 

model  management  rather  than  requiring  raw data 

centralization[9,10].

2.  FUNDAMENTALS  OF  FEDERATED 

LEARNING IN DISTRIBUTED EDGE CLOUD 

SYSTEMS

Federated  learning  generally  consists  of  a  set  of 

clients, an aggregation service, and a communication 

protocol.  A client  receives a current  global  model, 

trains it using local data, and returns an update. The 

server combines updates to construct a new global 

model. In the classical Federated Averaging method, 

client contributions are weighted according to local 

sample counts.  The approach reduces direct move-

ment of raw data, but model updates can still contain 

information about local data and can be manipulated 

by adversaries [11,12]. Edge environments make the 

federated  setting  more  complex.  Clients  may have 

limited battery, memory, computation, and wireless 

bandwidth. Data distributions are frequently non in-

dependent and identically distributed because devices 

observe different populations or operating conditions. 

Li and colleagues highlighted the importance of het-

erogeneous  networks  and  federated  optimization, 

while  Karimireddy  and  colleagues  introduced 

SCAFFOLD to address client drift caused by statisti-

cal  heterogeneity.  Adaptive  federated  optimization 

methods  further  demonstrate  that  optimizer  design 

can affect convergence under heterogeneous partici-

pation [13,14].  Federated learning can be synchro-

nous, asynchronous, hierarchical, or personalized. In 

synchronous training, the server waits for a selected 

group of clients. In asynchronous designs, updates can 

arrive at different times. Hierarchical designs can use 

edge  aggregators  before  cloud  aggregation,  which 

may reduce communication  overhead and improve 

locality.  Personalized  federated learning  allows re-

lated but non identical models for different partici-

pants  [15].  These  variations  affect  access  control 

because authorization may need to operate at several 

levels rather than only at the final cloud server. The 

basic advantage of federated learning is not equivalent 

to complete privacy. Raw data may remain local while 

gradients  or  model  parameters  reveal  information. 

Research on gradient leakage, membership inference, 

and model inversion demonstrates that model infor-

mation  can  sometimes  expose  characteristics  of 

training data. Consequently, a secure edge cloud fed-

erated system should treat model updates as poten-

tially sensitive resource [16,17] .
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3. ACCESS CONTROL REQUIREMENTS AND 

SECURITY MODELS

Access  control  in  a  federated  environment  should 

answer several questions: Is the participant authentic, 

Is the device currently trusted, Is the participant au-

thorized for the requested model or task, Is the data 

category permitted for the training objective, Is the 

participant allowed to submit updates in the current 

round, What should happen if its behaviour changes, 

These  questions  require  authorization  policies  that 

can operate dynamically [17,18] .Role based access 

control is useful when organizational responsibilities 

are stable. For example, an edge gateway, hospital 

analyst, industrial controller, and cloud administrator 

can  receive  different  permissions.  Attribute  based 

access control provides more flexibility because de-

cisions can combine user,  device,  resource,  action, 

and  environmental  attributes.  A  hybrid  policy  can 

therefore grant a training privilege only when the user 

role, device security state, data classification, model 

purpose, and session context satisfy defined condi-

tions  [19].  For  federated  learning,  access  control 

should cover the complete model lifecycle. Registra-

tion determines whether an entity may join. Model 

distribution determines which model version it  can 

receive. Local training policies determine which data 

sources and computation tasks are allowed. Update 

submission determines whether an update is accepted. 

Aggregation  determines  whether  a  participant  may 

influence the global model. Audit mechanisms record 

security relevant events so that suspicious behaviour 

can be investigated [20].

Table 1: Access Control Requirements for Federated Edge Cloud Big Data Workflows

Sr. No Control element Decision input Purpose Example

1 Identity authentication
User, device, certifi-

cate

Verify participant iden-

tity

Registered edge de-

vice 21]

2 Role authorization Role and permissions Limit available actions
Trainer, aggregator, 

auditor [22]

3 Attribute policy
Data, device, context 

attributes
Fine grained decisions

Sensitive data requires 

trusted device [23]

4 Model access Model ID and task
Prevent unauthorized 

model use

Only approved disease 

model

[24]

5 Update admission
Behaviour and update 

quality

Reduce malicious influ-

ence

Reject anomalous 

update [25]

6 Audit Event and policy logs
Accountability and in-

vestigation

Record training round 

decisions [26]

4.  THREAT  MODEL  AND  SECURITY 

CHALLENGES

A useful threat model distinguishes honest, curious, 

compromised, and malicious participants. An honest 

participant  follows  the  protocol.  A  curious  server 

follows the protocol but attempts to infer private in-

formation.  A  compromised  client  may  have  valid 

credentials but behave maliciously. A malicious par-

ticipant may attempt unauthorized access, model poi-

soning, backdoor insertion, Sybil participation, denial 

of service, or identity abuse [27]. Model poisoning is 

particularly important because the attacker changes 

the model update rather than directly modifying the 

central database. Backdoor attacks can cause a model 

to behave incorrectly for selected inputs while retain-

ing apparently normal overall  performance. Byzan-

tine  robust  learning  addresses  arbitrary  client 

behaviour through robust aggregation rules such as 

coordinate wise median or trimmed mean, but subse-

quent work has shown that convergence alone does 

not guarantee resistance to all high dimensional at-

tacks [28]. Access control itself has threats.  Stolen 

credentials, compromised devices, excessive permis-

sions, weak revocation, policy misconfiguration, and 

collusion can undermine a  security  architecture.  A 

system that grants permanent access based only on 

initial registration may fail when a device becomes 

compromised. Continuous authorization is therefore 

relevant for edge environments in which device state 

and network conditions can change quickly [29,30]. 

Privacy attacks represent another category. Member-

ship inference attempts to determine whether particu-

lar records were used for training. Gradient leakage 

demonstrates  that  information  about  local  training 

examples  can  sometimes  be  reconstructed  from 
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shared updates.  Differential  privacy can limit  such 

leakage by adding calibrated noise, while secure ag-

gregation prevents the server from seeing individual 

client updates in the clear. These mechanisms have 

different privacy and utility costs and should be se-

lected according to application requirements [31,32].

5.  ROBUST  AGGREGATION  AND 

BYZANTINE RESILIENCE

Fed Avg is effective under many practical conditions, 

but simple averaging is vulnerable when a minority of 

clients submit extreme or strategically manipulated 

updates.  Robust  aggregation  replaces  or  augments 

averaging with methods designed to reduce the influ-

ence of outliers. Median and trimmed mean methods 

are among the classical robust approaches studied in 

distributed learning. Krum and related rules use dis-

tances  between client  updates  to  identify  contribu-

tions that are more consistent with the majority [33]. 

The  choice  of  robust  aggregation  depends  on  the 

threat model, dimensionality, number of participating 

clients,  and  expected  data  heterogeneity.  A  naive 

outlier detector can mistakenly classify legitimate non 

independent  and  identically  distributed  updates  as 

malicious. For example, a device serving a rare pop-

ulation may naturally produce an update that differs 

from the majority. Therefore, robust security should 

combine statistical evidence with authorization con-

text and historical behaviour rather than relying on a 

single distance threshold [34]. A practical architecture 

can maintain an update trust score based on historical 

participation, policy compliance, update norm, simi-

larity  to  peer  updates,  validation performance,  and 

device security state. Such a score should not perma-

nently label a participant from one event. Instead, it 

can trigger additional verification, reduced influence, 

or temporary quarantine. This design connects access 

control with robust learning while allowing legitimate 

participants  to recover  after  anomalous network or 

data conditions [35]. Robust aggregation also has a 

privacy trade off. Secure aggregation hides individual 

updates, which makes server side inspection of each 

update difficult. One solution is to perform privacy 

preserving pre validation at trusted edge aggregators 

or  use  secure  protocols  that  reveal  only  aggregate 

statistics  needed  for  anomaly  detection.  Designing 

such  mechanisms  without  recreating  a  centralized 

data collection point remains an open problem. Ro-

bust aggregation can also be improved through tem-

poral analysis. Instead of evaluating each update in-

dependently,  the  system  can  compare  the  current 

contribution with the client's previous contributions 

[36,37]. A sudden change in update direction, magni-

tude, or model behavior may indicate compromise or 

poisoning. Temporal analysis is particularly useful in 

edge environments where devices repeatedly partici-

pate in training. Nevertheless, sudden changes may 

also occur because of legitimate changes in local data, 

workload,  environment,  or  operating  conditions. 

Therefore,  temporal  behavior  should  be  combined 

with contextual information rather than used as an 

independent decision rule [38].

6.  PRIVACY PRESERVATION AND SECURE 

AGGREGATION

Federated learning reduces the need to centralize raw 

data but does not automatically provide differential 

privacy or cryptographic confidentiality. Secure ag-

gregation is designed to allow a coordinator to com-

pute an aggregate without learning each participant's 

individual  contribution.  Bonawitz  and  colleagues 

proposed a practical secure aggregation protocol de-

signed for high dimensional vectors, client dropout, 

and  communication  constraints  [39].  Differential 

privacy provides another protection layer by limiting 

the effect  of  any individual  training record on the 

released result.  Deep learning with differential  pri-

vacy demonstrated how gradient clipping and noise 

can be incorporated into training. In federated learn-

ing, privacy budgets must be managed across multiple 

rounds. Excessive noise can reduce model accuracy, 

while weak noise may provide insufficient protection. 

The appropriate balance depends on data sensitivity 

and application risk [40]. Gradient leakage research 

shows  why  access  control  should  treat  updates  as 

sensitive. A participant may be authorized to train but 

still have its update exposed to an unauthorized ob-

server. Encryption, secure aggregation, trusted exe-

cution  environments,  and  differential  privacy  can 

reduce this risk. However, each introduces computa-

tional, communication, or implementation overhead. 

Edge devices require resource aware privacy mecha-

nisms because a method that is practical in a cloud 

server may be too expensive for low power devices 

[41]. Privacy protection should also include metadata. 

Participation  timing,  device  identity,  update  fre-

quency,  and  model  version  can  reveal  information 
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even when model parameters are protected.  There-

fore, a mature architecture should minimize unneces-

sary metadata, enforce least  privilege, protect logs, 

and define retention periods [42].

7.  INTEGRATED  ACCESS  CONTROL 

ARCHITECTURE

An integrated architecture can be organized into five 

functional layers: identity and trust, policy manage-

ment, local learning, secure communication, and ro-

bust  aggregation.  The  identity  layer  authenticates 

users  and  devices  using  certificates,  cryptographic 

keys, or organizational identity services. The policy 

layer evaluates roles and attributes. The local learning 

layer controls which model and data sources may be 

used. The communication layer protects messages and 

model transfers. The aggregation layer validates and 

combines updates [43]. The policy decision can be 

represented conceptually as an authorization function 

that  considers  subject  attributes,  device  attributes, 

resource attributes, action, and environment. For ex-

ample, a participant may be allowed to contribute to a 

low sensitivity model from a managed device, while 

the same participant may be denied access to a highly 

sensitive model unless additional conditions are sat-

isfied.  Such  context  aware  authorization  is  more 

flexible than a simple user identity check [44]. Dy-

namic  revocation  is  essential.  If  a  device  reports 

compromise, repeated authentication failures, abnor-

mal update behaviour, or policy violations, its autho-

rization can be suspended without waiting for the end 

of a long training campaign. The architecture should 

also support delegated edge authorization so that ev-

ery request does not have to travel to a distant cloud 

service. Auditability provides the final layer. Policy 

decisions,  model  versions,  participant  identifiers, 

security  events,  and  aggregation  outcomes  can  be 

recorded  in  tamper  resistant  logs.  The  audit  trail 

should avoid storing unnecessary sensitive content. A 

useful audit record can contain a pseudonymous par-

ticipant  identifier,  decision  result,  policy  version, 

time, model version, and reason code [45].

8.  COMMUNICATION,  RESOURCE,  AND 

SCALABILITY CONSIDERATIONS

Communication is one of the main constraints in fed-

erated  learning.  McMahan  and  colleagues  showed 

that local training can substantially reduce the number 

of  communication  rounds  compared  with  synchro-

nized stochastic gradient descent. Nevertheless, edge 

cloud systems may contain thousands or millions of 

devices, and each device may have limited bandwidth. 

Compression,  quantization,  client  selection,  local 

computation, and hierarchical aggregation can reduce 

communication burden [46]. Resource heterogeneity 

affects  security  as  well  as  learning.  Cryptographic 

protocols and differential privacy can increase com-

putation and memory use. A resource aware architec-

ture should therefore adapt security mechanisms to 

device  capability  without  weakening  the  required 

security level. More capable edge gateways can per-

form heavier cryptographic or validation tasks, while 

constrained sensors may use lightweight authentica-

tion  and  delegated  processing.  Wireless  federated 

learning  introduces  additional  variability  because 

channel quality, mobility, and interference influence 

participation. Resource allocation methods can jointly 

consider communication quality and learning contri-

bution.  Client  selection  should  not  systematically 

exclude devices with poor connectivity if doing so 

creates  biased  training  data.  Fair  participation  and 

secure participation therefore need to be considered 

together [47]. Scalability also requires policy man-

agement at large scale. Rather than defining individ-

ual permissions for every device, hierarchical roles, 

reusable attributes, policy templates, and automated 

provisioning  can  reduce  administration.  Federated 

identity  and  decentralized  trust  mechanisms  may 

further reduce dependence on a single authorization 

service [48].

9.  APPLICATIONS  IN  DISTRIBUTED  BIG 

DATA SYSTEMS

Healthcare is a major application area because hospi-

tals and clinics hold sensitive patient data under dif-

ferent administrative controls. Federated learning can 

support  collaborative  model  development  without 

requiring direct exchange of patient records. Access 

control can restrict models by clinical purpose, insti-

tution,  user  role,  and  device  security  state.  Secure 

aggregation  and  privacy  mechanisms  can  provide 

additional  protection  for  model  updates.  Industrial 

Internet of Things environments generate continuous 

sensor streams from machines, production lines, ve-

hicles,  and  energy  systems.  Edge  based  federated 

learning can identify equipment states or anomalies 

while  keeping  raw  operational  data  close  to  the 
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source. Access policies can distinguish machine con-

trollers,  maintenance  personnel,  analytics  services, 

and  external  researchers  [49].  Smart  transportation 

and  connected  vehicle  systems can  use  distributed 

learning for traffic prediction, driver assistance, road 

condition analysis, and resource management. Vehi-

cle participation is dynamic and devices may connect 

through heterogeneous networks. Identity, short lived 

authorization, and robust aggregation are particularly 

important  because  compromised  participants  can 

affect safety related models. Financial services can 

use federated learning for  fraud detection and risk 

modelling when institutions cannot freely share raw 

customer data. Strong access policies are needed be-

cause financial information is highly sensitive. Model 

governance should also include auditability,  policy 

versioning, and controlled model deployment. Smart 

cities  combine  data  from  cameras,  environmental 

sensors,  public  infrastructure,  and  mobile  devices. 

Federated learning can reduce central data collection, 

while edge processing can lower latency. However, 

the large number of  heterogeneous participants  in-

creases the importance of scalable identity, attribute 

based  authorization,  privacy  protection,  and  robust 

model validation [50].

10. EVALUATION METRICS AND RESEARCH 

METHODOLOGY

Evaluation  of  integrated  federated  security  should 

measure both learning performance and security per-

formance. Learning metrics include accuracy, preci-

sion, recall, F1 score, loss, convergence rounds, and 

generalization. System metrics include communica-

tion volume, latency, computation time, memory use, 

energy  consumption,  and  client  participation  rate. 

Security evaluation should include attack success rate, 

malicious update detection rate,  false positive rate, 

unauthorized access rate, privacy leakage, and recov-

ery time after compromise. Robustness experiments 

can  vary  the  percentage  of  malicious  clients  and 

compare different poisoning strategies. Access con-

trol  experiments  can  test  unauthorized  model  re-

quests,  privilege  escalation,  stolen  credentials,  and 

device state changes [51,52]. A strong experimental 

design should compare a baseline federated learning 

system  with  progressively  integrated  controls.  For 

example, the study can compare plain aggregation, 

robust  aggregation,  robust  aggregation  with  access 

control, and a full architecture with secure aggrega-

tion and privacy protection. This allows researchers to 

quantify the security benefit  and overhead of  each 

component. Datasets should reflect the intended ap-

plication and, where possible, preserve realistic non 

independent  and  identically  distributed  characteris-

tics.  Reproducibility requires reporting client  parti-

tioning, number of rounds, local epochs, learning rate, 

client selection method, attack assumptions, aggrega-

tion rule, privacy parameters, and hardware or simu-

lation  environment  [53].  Current  research  often 

studies  federated  learning,  access  control,  privacy, 

and  robust  aggregation  separately.  As  a  result,  a 

method that performs well in one security dimension 

may create a weakness in another. For example, se-

cure aggregation protects individual updates but can 

reduce the visibility needed for anomaly detection. 

Differential privacy can protect against inference but 

may  reduce  utility  when  strong  noise  is  required. 

Another limitation is the difficulty of distinguishing 

malicious behaviour  from legitimate statistical  het-

erogeneity.  A  rare  client  may  naturally  produce  a 

model update that differs from the majority. There-

fore, fixed thresholds can create false positives and 

unfairly exclude minority data sources. Robust meth-

ods should account for data diversity and not assume 

that the majority is always correct. Many evaluations 

are performed in simulated environments with a lim-

ited number of clients. Real edge cloud systems have 

intermittent  connectivity,  device  failures,  changing 

trust  states,  software updates,  and operational  con-

straints.  Security  mechanisms  must  therefore  be 

evaluated  under  realistic  churn,  mobility,  and  re-

source limitations. Access control policies can also 

become difficult  to manage when models,  devices, 

users, and data sources grow rapidly. Policy conflicts 

and configuration errors can become security risks. 

Automated  policy  verification,  explainable  autho-

rization decisions,  and continuous auditing are im-

portant areas for practical deployment [54,55].

11. CONCEPTUAL FRAMEWORK

The  conceptual  framework  integrates  federated 

learning, access control, edge cloud computing, pri-

vacy preservation, and robust aggregation into a sin-

gle security oriented architecture. The framework is 

designed  for  distributed  environments  where  large 

volumes of data are generated by multiple edge de-

vices,  organizations,  or  data  sources.  Instead  of 
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transferring raw data to a central cloud server, each 

participating  device  performs  local  model  training 

and  shares  only  the  required  model  parameters  or 

updates. The first layer of the framework is access 

control, which verifies the identity and authorization 

status of participating clients. Only trusted and policy 

compliant devices are allowed to participate in the 

learning  process.  The  second  layer  performs  local 

federated training, where each client trains the model 

using its own locally stored data. The third layer pro-

vides secure communication and privacy protection to 

reduce the risk of unauthorized interception or dis-

closure of model information. The next layer is robust 

aggregation, where the server evaluates the received 

model updates and reduces the influence of abnormal, 

manipulated, or potentially malicious contributions. 

Techniques  such  as  median  based  aggregation, 

trimmed  mean,  Krum,  trust  based  weighting,  and 

anomaly detection can be incorporated into this layer. 

Finally, the verified updates are combined to generate 

an improved global model, which is redistributed to 

participating clients for subsequent training rounds. 

The framework can therefore be represented as:

Edge  Data  Sources  →  Authentication  and  Access 

Control → Local Federated Training → Secure Up-

date Transmission → Robust Aggregation → Global 

Model → Model Redistribution This framework pro-

vides a coordinated approach to improving data pri-

vacy,  model  integrity,  access  security,  attack 

resilience, communication efficiency, and scalability 

in distributed edge cloud big data systems. Continu-

ous monitoring and repeated validation across train-

ing rounds can further strengthen the reliability of the 

overall federated learning environment [56,57]. The 

framework  also  establishes  a  relationship  between 

security and model performance. Excessive security 

controls may increase computational and communi-

cation overhead, whereas insufficient protection may 

expose the global  model  to  attacks.  Therefore,  the 

proposed conceptual framework aims to maintain a 

balance  between  privacy,  security,  accuracy,  com-

munication cost, and computational efficiency. This 

balanced approach is particularly important for large 

scale edge cloud environments where numerous het-

erogeneous  devices  continuously  generate  and 

process big data. Overall, the conceptual framework 

provides a structured foundation for integrating ac-

cess control with federated learning and robust ag-

gregation.

12.  RESEARCH  GAPS  AND  FUTURE 

PERSPECTIVE

Future federated systems should move toward con-

tinuous and adaptive authorization. Instead of check-

ing identity only during registration, authorization can 

be reevaluated using current device posture, behav-

iour, model sensitivity, and contextual attributes. This 

approach can support rapid revocation when a device 

becomes compromised [61,62]. A second gap is the 

integration of robust learning with privacy preserving 

aggregation.  Robust  aggregation  normally  benefits 

from access to individual updates, while secure ag-

gregation deliberately hides them. Future protocols 

should support privacy preserving anomaly detection, 

secure reputation calculation, or trusted edge valida-

tion  without  exposing  raw client  updates.  Another 

research direction is decentralized trust. Blockchain 

and distributed  ledger  mechanisms have been pro-

posed for identity, reputation, audit, and coordination, 

but their overhead can be significant for constrained 

edge devices. Future designs should determine when 

decentralized trust is genuinely beneficial and when 

conventional lightweight authorization is more effi-

cient. Personalized security policies are also needed. 

Different participants may have different risk profiles, 

data sensitivities, and resource capabilities. A one size 

fits all policy can either create unnecessary overhead 

or  provide  insufficient  protection.  Context  aware 

policy engines could dynamically select authentica-

tion strength, privacy level, aggregation method, and 

model  access  rights  [63,64].  Explainable  security 

decisions should receive greater attention. When an 

update is rejected or a device is quarantined, the sys-

tem should provide an auditable reason such as ex-

pired authorization, device posture failure, abnormal 

update behaviour, or policy mismatch. Explainability 

can help administrators distinguish attacks from le-

gitimate changes in data distribution. Finally, future 

research should evaluate complete end to end systems 

rather than isolated algorithms. Benchmarking should 

include learning accuracy, attack resistance, privacy 

leakage, communication overhead, energy consump-

tion, policy latency, fairness, and recovery behaviour. 

Standardized  datasets  and  security  benchmarks  for 

edge cloud federated learning would make compar-

isons more meaningful [66,67].
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CONCLUSION

Federated learning provides an important foundation 

for collaborative machine learning in distributed edge 

cloud big data systems because it allows model train-

ing to occur close to data sources while reducing the 

need to centralize raw information. However, decen-

tralization changes the security problem rather than 

eliminating it. Participants can be compromised, cre-

dentials can be misused, model updates can be poi-

soned,  and  information  can  potentially  be  inferred 

from shared parameters. Robust aggregation, secure 

aggregation, differential privacy, and access control 

therefore  need to  be  considered  as  complementary 

mechanisms.  An  integrated  architecture  can  use 

identity, roles, attributes, device state, data sensitivity, 

and  behavioural  evidence  to  control  participation 

while robust aggregation reduces the effect of mali-

cious updates. Secure aggregation and privacy mech-

anisms  can  further  limit  exposure  of  individual 

contributions. The principal research challenge is to 

combine  these  controls  without  creating  excessive 

communication, computation, or policy management 

overhead. Future systems should support continuous 

authorization, privacy preserving anomaly detection, 

decentralized  trust  where  justified,  resource  aware 

security, and explainable policy decisions. End to end 

evaluation is also needed to measure security, privacy, 

learning  utility,  fairness,  and system efficiency to-

gether. Overall, integrated access control should be 

treated  as  a  core  component  of  robust  federated 

learning rather than as an external security feature. 

Such integration can provide a stronger foundation for 

trustworthy collaborative intelligence across health-

care, industrial systems, transportation, finance, and 

smart infrastructure while preserving the distributed 

nature of edge cloud data.
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